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Abstract: Curriculum ideological and political education is the guarantee to implement the goal of 
moral education in colleges and universities. The scientific spirit, innovative spirit, and engineering 
ethics literacy involved in computer network courses are all indispensable moral qualities in the 
process of cultivating engineering students, and the implementation path in the teaching process 
determines the effect of curriculum ideological and political education. This paper discusses the focus 
of ideological and political education in computer network course from three aspects: the construction 
of ideological and political ability of professional teachers, the mining of the integration of 
professional knowledge and ideological and political education, and the implementation strategy of 
ideological and political education. It also takes the teaching content "transmission control protocol" 
as the implementation case to discuss how to sort out knowledge points, standardize construction of 
ideological and political elements, choose the intersection of knowledge points and ideological and 
political elements, as well as strategies about specific implementation and teaching effect evaluation. 
Through the above elaboration on the implementation path of curriculum ideological and political 
education in computer network courses, we can ensure the double harvest of professional knowledge 
education and curriculum ideological and political education. 

1. Introduction 
Han Yu said in the book of "On Teachers" that "A teacher is one who passes on the truth, imparts 

knowledge and solves puzzles. For a long time, the focus of teaching in the professional curriculum 
of the higher education stage, especially engineering courses, has often been on how to explain the 
theory thoroughly, how to explain the algorithm clearly, and how to present the experimental results. 
The derivation and demonstration of examples are the top priorities[1]. In contrast, the curriculum 
ideology and politics, cultural edification and humanistic care for students are not included in the 
teaching tasks, which leads to the separation of impart knowledge and cultivate people in the stage of 
higher education, which should be the key stage of moral cultivation for young students[2]. It is 
necessary to adhere to the central link of moral education and put ideological and political work 
throughout the whole process of teaching, and strive to create a new situation for the development of 
higher education.  

2. Analysis and Position of Curriculum Ideology and Politics in "Computer Network" 
Computer network is a professional basic course for electronic information majors, especially 

computer majors. The content system includes the principles, technologies and engineering practices 
of computer networks, involving data communication technology, wide area network, Ethernet, 
wireless network and other technologies, as well as network management, applications, security and 
other related fields[3]. The field of network technology is developing rapidly, accompanied by 
emerging of new technical means and new application fields, which are closely related to the 
development of the country and society, as well as personal life, work and study[4]. At the same time, 
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as an inclusive industry that is constantly changing and innovating, network technology is changing 
rapidly, which has a wide range of applications, and far-reaching implications. The awareness of 
innovation and rules contained in it also urgently needs to be accompanied by the content of the 
course knowledge to guide students to experience and comprehend. In order to meet the current 
demand for network technology and network talents in all walks of life, the fixed position of 
curriculum ideology and politics is shown in Figure 1. Engineering culture is introduced for the aim 
of cultivating engineering practice ability of students for the ultimate aim of the spirit of 
craftsmanship in a great country that strives for perfection from the perspective of engineering 
thinking. It is also emphasized that the online virtual world is not a place outside the law, and the 
students' awareness of information security, rules and legal system in the process of network 
application is strengthened, from the perspective of humanistic literacy. 

 

Figure 1 Positioning of curriculum ideology and politics in "Computer Network". 

3. Thinking about Implementation of the Ideology and Politics in Computer Network 
It is conducive to the implementation of educational effects and the formation of educational 

achievements as soon as possible by exploring the specific realization of curriculum ideology and 
politics in the classroom implementation process. 

3.1. Strengthen Teachers’ Curriculum Ideology and Politics Ability 
The ideological and political education ability of professional teachers is a key factor in the effect 

of ideological and political education[5]. Professional teachers need to have ideological and political 
education capabilities, in addition to solid professional knowledge and noble personal moral 
cultivation, for the sake of achieving the effective integration of professional knowledge and 
ideological and political elements. The construction of ideological and political education ability 
requires the professional background of ideological and political education and a perfect theoretical 
system of ideological and political education, which is often lacking in professional teachers, which 
leads to the inability to carry out ideological and political courses in the process. 

Professional teachers should continuously strengthen their ideological and political education 
capabilities by means of multiple means to improve the supplement of ideological and political 
theoretical knowledge, focus on strengthening students' ideals and beliefs to love the party, the 
country, socialism, the people, and the collective, and optimize the supply of ideological and political 
content in courses focusing on political identity, family and country feelings, cultural literacy, 
constitutional awareness of the rule of law, and moral cultivation, and it is systematically carried out, 
which contains socialism with Chinese characteristics and the Chinese dream education, socialist core 
values education, legal education, labor education, mental health education, excellent traditional 
Chinese culture education, as well as Chinese characteristics, legal professional ethics, engineering 
ethics, and humanistic quality. Professional teachers can learn independently with the help of online 
learning platforms such as MOOCs in Chinese universities to form a relatively complete ideological 
and political theoretical system, so as to have a basis for constructing the ideological and political 
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framework of the curriculum. Besides, we strive to participate in online and offline learning and 
training activities for ideological and political construction of various courses, and actively participate 
in horizontal learning to explore the curriculum thinking of Political construction achievements and 
construction experience of different disciplines and institutions, with the help of the National 
University Teacher Network Training Center and the University Teacher Teaching Development 
Center under the Ministry of Education. 

3.2. Improve the System of Ideological and Political Elements 
With the expansion of "Internet +" from a simple economic form to a social form involving 

education, military, social interaction, medical tourism and many other fields in recent years, the 
application scope of computer network disciplines has become more and more extensive. The mining 
of ideological and political elements is no longer limited to network technology itself, but can be 
analyzed from the perspective of multiple industries, which provides the soil for the effective 
development of ideological and political construction of computer network courses. Online fraud can 
be compatible with network security. students are required to apply what they have learned and 
strengthen their awareness of network protection while teaching network security-related measures. 
The astronaut space teaching can be combined with the wireless communication medium of the 
physical layer. the students can be guided to think about the strategic significance of vigorously 
developing the aerospace industry in our country while expounding the wireless communication 
technology. 

3.3. Broaden the Attachment Platform for Ideological and Political Elements 
Although the classroom is the main battlefield for the development of curriculum ideology and 

politics, but not the only position. In particular, the construction concept of multi-dimensional courses 
is proposed, and the position of students to receive professional knowledge breaks through the 
limitations of time and space, and is no longer limited to tangible classrooms and textbooks. Online 
learning platforms with explosive resources, various forms of electronic resources, and complicated 
network information have become the ocean for students to acquire knowledge, opening up a new 
battlefield for the implementation of curriculum ideology and politics. Teachers can use various forms 
of ideological and political education instead of stereotyped classroom lectures. 

For example, teachers can use the online platform to distribute ideological and political-related 
resources in advance before class, which can be a video introduction of a war, a brief overview of a 
good book, and the equality of life of a historical figure. Then students can be guided to think about 
its connection with the aforementioned resources and the educational connotations of legal system, 
humanities, ethics, etc. The ultimate goal is to inspire students to educate themselves. 

4. The Ideological and Political Practice Path of Teaching Example Courses 
The lesson examples take the bottom-up five-layer structure as the knowledge system, and select 

the "Transmission Control Protocol" in the fourth layer of the transport layer as the focus. The course 
knowledge points are taken as the carrier, combining emphasis and knowledge understanding, and 
three ideological and political footholds of self-construction as stopover, including the rule awareness 
contained in the TCP segment, the rule of law awareness embodied in the SYN flood attack based on 
TCP connection management, and the analysis and selection of transport layer protocols. 
Transmission Control Protocol (Transport Control Protocol) referred to as TCP, is one of the two core 
protocols of the transport layer in the current Internet TCP/IP architecture. The main contents of this 
lesson are shown in Table 1. 
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Table 1 Summarized knowledge points. 
Knowledge Details 

Analysis of 
TCP 

Five characteristics of TCP: connection-oriented, point-to-point transmission, reliable 
delivery, full-duplex communication, and byte stream-oriented, compared with the UDP 
protocol for facilitating analysis and understanding. 

Header format 
of a TCP 
segment 

The integral format of the header in the TCP segment is expounded, and the meaning of 
each field in the fixed part of the header is emphatically introduced. This is the basis for 
understanding the functions and features of TCP. 

TCP connection 
management 

The establishment and release process of TCP is elaborated, as well as changes of relevant 
flag bits and fields in the TCP header. And then the principle, attack process and 
countermeasures of TCP of SYN flooding are introduced, which is based on TCP 
connection management. 

4.1. Mining of Ideological and Political Elements 
With the continuous deepening of the construction process in recent years, the selection of 

ideological and political elements pays more attention to a solid theoretical foundation, the education 
direction pays more attention to the comprehensiveness of talent training, and the education strategy 
pays more attention to the acceptance of students. 

The course case takes the 4-hour "Transportation Layer" as an example. Table 2 shows the 
construction of the ideological and political elements of the whole chapter. 

Table 2 Standardized construction table of ideological and political elements in "Transportation 
Layer". 

Relevant knowledge 
points 

Ideological and political 
elements 

Implementation Strategy 

Overview of transport 
layer functions 

Awareness of responsibility ask questions in class 

Comparative analysis of 
TCP and UDP 

Self-building and 
personality strength 

Group discussion in class  

TCP message segment 
format 

Awareness of rules and 
discipline 

Practice in class  

TCP connection 
management 

Awareness of Legal Students search for information and documents 
before class and teachers provide guidance in class 

TCP flow control Unity, cooperation and 
coordinated development 

After-school extension 

4.2. Implementation Strategies of Curriculum Ideological and Political Education 
4.2.1. TCP Segment Format and Awareness of Rules and Discipline 

This knowledge point elaborates on the meaning and purpose of each field in the header of the 
message segment, and analyzes the content and changes of each field in the header in the actual 
transmission process by ENSP (Enterprise Network Simulation Platform). Through the simulation 
and analysis on the ENSP platform, it is found that the modification of individual fields or even just 
one binary bit will cause data transmission errors. 

The basis of data transmission and function realization on the network are various network 
protocols. Although different protocols have different definitions and functions, the same thing is that 
they define corresponding rules for data communication between different terminals on the network, 
and data can only be transmitted on the network according to the corresponding rules. It embodies a 
strong sense of rules and systems, which can be also applies to the military's strict management model 
and sense of discipline. The data requirement of the agreement is analogy with the management 
requirements of the military and school management systems for individual students, and the rules in 
the agreement are analogy with the rules and regulations that students need to abide by on a daily 
basis. As long as following to the corresponding rules, the data can be unimpeded on the Internet, so 
as to strengthen the students' awareness of discipline and remind them to strictly abide by the 
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discipline regulations, otherwise a slight error will cause serious consequences. Within the scope 
allowed by the system, one can achieve the greatest possible self-realization, but trying to break 
through the rules and discipline will inevitably lead to self-inflicted consequences. 

4.2.2. SYN Flood Attack and Awareness of Law 
The knowledge base of this point is the establishment of connections in TCP connection 

management, which is also one of the focuses of the transport layer. The establishment process adopts 
the three-message mechanism, which is completed by ACK, SYN and window fields. The commonly 
used SYN flood attack takes advantage of the protocol loopholes in the TCP connection process. SYN 
flooding attacks rapidly consume connection entries in the TCP session table of the Web server. As a 
result, normal TCP connection establishment cannot be completed. It is a common mode of 
distributed denial of service attacks. This method uses the congenital loopholes in the TCP connection 
establishment process to establish a large number of malicious semi-connections, which consumes 
server resources and eventually causes normal users to fail to obtain resources, resulting in the server 
being unable to provide normal services.  

This ideological and political point is carried out before class and during extra class. Students are 
asked to use "2000" and "Mafiaboy" as keywords to learn about the famous cyber-attack cases that 
occurred in 2000 before class. Mafia boy, a 15-year-old Canadian boy[6], used a distributed denial-of-
service attack to hack into several major websites including CNN, Dell, E-Trade, eBay and Yahoo!. 
The stock market was volatile, resulting in an eventual economic loss of $1.2 billion. On the basis of 
TCP connection lectured in the class, the harmfulness of network attacks is explained with facts and 
data. Students are guided to establish correct values and awareness of law even in the seemingly free 
cyberspace.  

4.2.3. Transport Layer Protocol Analysis and Self-construction, Personality Strength 
This knowledge point is in the summary part of the content of the transport layer which has two 

major protocols, TCP and UDP. These two protocols have many differences in design intentions, 
working mechanisms, advantages, disadvantages, and applicable occasions. This reflects the trade-
offs of protocol designers in terms of performance and reliability. The importance of goals and 
selection of methods are revealed not only of the initial protocol design but also the selection of the 
applicable protocol from an external point of view. The importance of giving full play to its own 
advantages is revealed by choosing the right protocol on the right occasion can maximize the 
advantages of the protocol and highlight from an internal point of view. 

This ideological and political point is carried out in the form of group discussion. Different groups 
represent different protocols, taking the form of debate to analyze and compare the characteristics of 
UDP and TCP, in order to explain the different usage occasions of the two protocols. It leads to the 
concept of self-cognition in the psychological category by demonstrating self-advantages, and guides 
students to correctly understand themselves, objectively evaluate themselves, and improve person-
ality strength from the perspective of personal self-construction. No gold is pure, and no one is perfect. 
Everyone has their own advantages and inevitable shortcomings. We should understand and evaluate 
ourselves objectively and correctly, accept our own shortcomings, give full play to our own 
advantages, concentrate on doing what we are good at, and continue to develop and develop our own 
unique advantages. 

4.3.  Evaluation of Teaching Effect 
The teaching effect evaluation of this lesson mainly includes knowledge evaluation and emotion 

evaluation. 
The knowledge evaluation is the general teaching effect evaluation in the past, which mainly 

collects feedback information with the help of the Rain Classroom platform, including the feedback 
information of the teaching content on the corresponding content page of the Rain Classroom during 
the teaching process, the results of students' in-class quizzes in real time, and the discussion area of 
Rain Classroom to understand students' doubts and classroom feedback. The acceptance of the 
students' classroom content can be grasped digitally through these three contents above. 
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The emotional evaluation mainly evaluates the teaching effect of the ideological and political 
elements in the lesson examples. It can’t be evaluated solely on the ideological and political elements 
of the course, nor can it be measured by quantitative data indicators, nor can it be judged by short-
term performance. Therefore, the emotional evaluation of the students in this example starts from the 
overall perspective of ide-ology, to measure the students' learning attitude, conscious performance, 
ideological dynamics and other aspects. The specific implementation is mainly considered from both 
objective and subjective aspects. The subjective perspective includes two con-tents, one is that the 
teacher measures the learning attitude of the students through the activity of the classroom and the 
degree of information feedback, and the other is that after the group discussion, each group evaluates 
and grades the debate performance among themselves, and the group performance grade is the 
performance grade of each member in the group. From an objective point of view, it is measured and 
evaluated by collecting the actual situation of students' class attendance, assignment submission rate, 
and after-class discussions. 

5. Thinking and Summary 
The pre-construction of ideological and political courses is mainly completed by teachers, and the 

implementation stage is the result of the joint efforts by both sides of the teaching. The main body of 
the teaching process is the students, and the teachers are in the leading position of control and 
guidance. Therefore, teachers need to be responsible for the ideological and political construction of 
the curriculum, and also provide guarantees for the implementation process and implementation effect 
of ideological and political elements in the teaching process. Professional course teachers should 
strengthen their own curriculum ideological and political ability building, explore diversified 
curriculum ideological and political implementation strategies, create detailed curriculum teaching 
designs, preset refined curriculum ideological and political implementation paths, and ensure the 
double harvest of professional knowledge education and curriculum ideological and political 
education. 
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